CYBER SECURITY

BUSINESS WORKSHOP -4 PRESENTED BY JOHN CROSS

Montana Department of Labor & Industry Technology Services

This free event at Job Service will provide
essential information to keep your business safe
from cyber criminals.

The Rise of Ransomware — Malicious actors from the criminal underworld hold your computer
files hostage with this virus until you pay up, and it’s spreading exponentially into our homes and
businesses. People around the globe are being forced to give in to ransom demands in order to
regain normal operations. Learn how to prevent it from happening to you or your business.

Spearphishing — Spam email messages saturate our inboxes, but carefully-crafted phishing emails
take it a step further. Spearphishing is the most effective method hackers use to get into our
computer systems. Learn how to recognize these social engineering attacks.

Malvertising — The 500 Billion dollar online advertising industry knows your every move on the
Internet. Their ads can infect your computer with a virus simply by visiting a major website. Learn
how to limit these invasive tactics.

Vulnerabilities in the Internet of Things — Your TV, cell phone, fitness tracker, wireless network,
webcam and baby monitor are vulnerable to hackers. Use these simple tricks to keep prying eyes
out of your business.

Business Operations and System Hardening — An overview on reducing vulnerabilities on your
computers and within your business processes by employing some simple security best practices.

You will learn practical applications of how to respond to security threats and to prevent many of

them from ever occurring.

September 14", 2016, Noon to 1:00 p.m.
Bozeman Job Service
Register by Telephone with Nancy or Susan: (406)582-9000
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